DEPARTMENT OF THE ARMY
HEADQUARTERS, US ARMY ARMOR CENTER AND FORT KNOX
75 6TH AVENUE
FORT KNOX, KENTUCKY 40121-5717

REPLY TO Expires 30 March 2009

ATTENTION OF:

IMSE-KNX-IMO 30 March 2007

MEMORANDUM FOR

Commanders, All Units Reporting Directly to This Headquarters
Commanders, Fort Knox Partners in Excellence
Directors and Chiefs, Staff Offices/Departments, This Headquarters

SUBJECT: Fort Knox Policy Memo No. 6-07 — Workstation Baseline

1. References.
a. AR 25-2, Information Assurance, 14 Nov 03.
b. Desktop Application Security Technical Implementation Guide, Version 3, 1 Feb 06.

¢. Memo, NETCOM, NETC-EST-P, 15 Aug 06, subject: Army Establishes Army Golden
Master (AGM) as the Standard Source for Common Operating System Baseline Configurations.

2. In order to comply with DA guidance in references above, workstations attaching to the Fort
Knox Campus Area Network (FKCAN) will be imaged with only DOIM-approved images.
These images meet regulatory and security requirements and have documented approval from the
Designated Approving Authority.

3. These images are available on CD upon request from Information Assurance Security
Officers (IASOs) or Information Management Officers (IMOs) or via Remote Install Service
Request from the Information Management Resources web site. If there is no image available
that meets the organization’s need, the IMO or IASO must supply DOIM with a computer in
order to create an appropriate image. The equipment will be tracked properly via hand receipt,
and DOIM will make the image available within 4 working days after signing for equipment.

4. At this time, all workstations currently using an unapproved image and on the FRCAN with a
non-DOIM baseline do not require rebuilding.

5. Any changes to an image a unit requires after initial setup must have prior written approval
from the Installation Information Assurance Manager (IAM) in order to maintain accreditation.
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6. Points of contact are the Chief, Operations Division, 624-4959; or Installation IAM,

624-5782.
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MARK D. NEEDHAM
COL, AR

Garrison Commander
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